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Incidents/Articles of Note:

Note To The US Energy Industry: PIPEDREAM Was Created To Attack
Energy Companies
US Allies Provide ‘Comprehensive’ Look At Russia Cyber Threats To Critical
Infrastructure
How Is The U.S. Government Preparing For Critical Infrastructure Attacks?
Experts Discuss Critical Infrastructure Protection At Annual Penn State
Workshop
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https://www.scmagazine.com/perspective/critical-infrastructure/note-to-the-u-s-energy-industry-pipedream-was-created-to-attack-energy-companies%ef%bf%bc?mkt_tok=MTg4LVVOWi02NjAAAAGED8UgvOjshE90bWrk2knOIzwiny-8vpqrEgUxzA05hdXMu3PdZuCIr06oYAaf7_Sqhw6tPnXo3XRofrFQqXIdbDLwWy9v8kECawR0jEoK
https://therecord.media/u-s-allies-provide-comprehensive-overview-of-russia-cyber-threats/?utm_campaign=cyber-daily&utm_medium=email&_hsmi=210685555&_hsenc=p2ANqtz--L4P9opNKIlr4Mut22nT_n8JO-Bz3q13hjiRjtzSReaLegGdgqCzP_iMj14CmYA6e0Tr6267acUu7IVpA7ZnACqOLAhQ&utm_content=210685555&utm_source=hs_email#7537cc3aac6576afc3069292397faa729a8f3c8d43c146f0815de1cfb393c495
https://www.helpnetsecurity.com/2022/05/02/critical-infrastructure-threats-video/
https://www.psu.edu/news/penn-state-law/story/experts-discuss-critical-infrastructure-protection-annual-penn-state-workshop/
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Resource | CISA

CISA Advisory Alert: 2021 
Top Routinely Exploited 
Vulnerabilities
This advisory provides recommended
mitigations, which include applying 
timely patching to systems and 
implementing a centralized patch 
management system to reduce risk of
compromise. Also, the cybersecurity 
authorities recommend prioritizing and 
strengthening vulnerability and 
configuration management, identity and 
access management, and positive 
controls and architecture.

View Resource

Resource | DHS CISA

Critical Infrastructure 
Vulnerability Assessments
The Cybersecurity and Infrastructure 
Security Agency (CISA) conducts 
specialized security and resilience 
assessments on the Nation’s critical
infrastructure. These voluntary 
assessments assist CISA and its
partners—federal, state, tribal, territorial 
governments and private industry—in 
better understanding and managing risk 
to critical infrastructure.

View Resource

- Tools and Resources -

https://www.cisa.gov/uscert/ncas/alerts/aa22-117a
https://www.cisa.gov/critical-infrastructure-vulnerability-assessments
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


Not a VFC Shield Member?

Join Today

 
 

Virginia Shield Coalition
 

"Awareness Through Information Sharing"
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The opinions or conclusions of the authors reflected in the open source articles and resources is not

endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have
been selected to provide you with event information to highlight available resources designed to improve

public safety and reduce the probability of becoming a victim of a crime.
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